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Global Phase Change: Global Phase Change: 
Pervasive InterconnectednessPervasive Interconnectedness
Global networked relationshipsGlobal networked relationships
Small effects propagate and multiplySmall effects propagate and multiply
High leverageHigh leverage
Diffuse controlDiffuse control
Unknown relationshipsUnknown relationships
Unanticipated eventsUnanticipated events
Smart actors motivated to disruptSmart actors motivated to disrupt



Themes: from reliability to Themes: from reliability to 
resilienceresilience

Diffuse responsibilityDiffuse responsibility
Coordination under difficult Coordination under difficult 

conditionsconditions
ContainmentContainment
Networked response Networked response –– damping the damping the 

bad, amplifying the goodbad, amplifying the good
Evolving new responsesEvolving new responses



Resilient Resilient 
enterprisesenterprises

Competitive gain from Competitive gain from 
competitor paincompetitor pain
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Infrastructure Infrastructure 
underunder
stressstress
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Electric Power Electric Power 

Research InstituteResearch Institute



DisruptionDisruption--
toleranttolerant

communications communications 
networksnetworks



Vint CerfVint Cerf -- GoogleGoogle

ScottScott BurleighBurleigh -- JPLJPL



PlanetPlanet--scale scale 
distributed distributed 

systemssystems



Larry Peterson Larry Peterson --
PlanetLabPlanetLab



Reducing Reducing 
vulnerabilities to vulnerabilities to 

natural, industrial, natural, industrial, 
and terrorist and terrorist 

disastersdisasters
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Emergency Emergency 
communications communications 

and disaster and disaster 
planningplanning
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emergency emergency 
communications and communications and 

planningplanning



Resilient Resilient 
interoperable interoperable 

networksnetworks
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Perfect Perfect 
power?power?
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Galvin Electricity Galvin Electricity 

InitiativeInitiative



Engineering Engineering 
““liquidliquid”” phase phase 

vs. vs. ““solidsolid”” phase phase 
systemssystems
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MIT Media Lab MIT Media Lab 
and HP Labsand HP Labs
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